Lansing Central School District

8000
8110
8111
8112

8115

SUPPORT SERVICES (SERIES--8000)

Support Service Goals
School Building Safety
Reporting of Hazards
Health & Safety Committee

Pesticides and Pest Management

8121.1 Opioid Overdose Prevention

8123

Hygiene Precautions and Procedures

8123.1 Contagious Diseases

8130
8140
8200
8210
8220
8240
8300
8330
8332
8334
8400
8410

8413

School Safety Plans and Teams

Unsafe School Transfer Choice

Building and Grounds Management

Building and Grounds Security

Buildings and Grounds Maintenance & Inspection
Traffic and Parking Controls

Material Resources Management

Authorized Use of School-Owned Materials and Equipment
Use of District Cell Phones

Use of District Credit Cards

Transportation

Student Transportation

Transportation to Nonpublic School Students



Lansing Central School District

8414.4 Video Cameras on School Buses

8414.5 Alcohol & Drug Testing of Bus Drivers
8414.6 Idling Prohibition for Buses

8505 Meal Charge Policy

8520 Free and Reduced Price Food Services
8634 Ed Law 2-D: Data Security And Privacy

8635 Information Security Breach and Notification - Required



Lansing Central School District

8000

() Required
(X) Local
() Notice

SUPPORT SERVICES GOALS

Support services, which include safety and maintenance programs,
transportation, food services, insurance management and office services, are
essential to the successful functioning of the school district. Education is the
district's central function, and all support services shall be provided, guided, and
evaluated by this function.

In order to provide services that are truly supportive of the educational
program, the Board of Education establishes these goals:

1. providing a physical environment for teaching and learning that is safe and
pleasant for students, staff, and the public;

2. providing safe transportation and nutritious meals for students who use these
services; and

3. providing timely, accurate, and efficient support services that meet district
needs and promote district goals.
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() Required
() Local
(X) Notice

HEALTH AND SAFETY COMMITTEE

The Board of Education recognizes the importance of the participation of
district staff and parents in promoting a safe, secure and healthy school
environment. In accordance with Commissioner’s regulations, the Board will
appoint a Health and Safety Committee composed of representation from district
officials, staff, bargaining units and parents.

The committee will participate in monitoring the condition of occupied
school buildings to assure that they are safe and maintained in a state of good repair.
The Superintendent of Schools will ensure that the committee is appropriately
involved in all of the activities required by the Commissioner’s regulations.
Specifically, the committee will:

1. Participate in the investigation and disposition of health and safety complaints.

2. go_?gyltwith district officials in completing safety ratings of all occupied school

uildings.

3. Monitor safety during school construction projects including periodic meetings
to review issues and address complaints related to health and safety resulting
from the project.

4. Upon completion of a construction project, conduct a walk-through inspection
to ensure the area is ready to be reopened for use.

Expanded Health and Safety Committee

During construction projects, the Health and Safety Committee will be
expanded to include the architect, construction manager and contractor. This
expanded committee will:

1. Participate in the investigation and disposition of health and safety complaints
regarding the construction or maintenance project.

2. Meet periodically to review issues and address complaints regarding health and
safety arising from construction.

3. Monitor safety during construction projects.

4. After the work is completed, conduct a walk-through inspection to confirm that
the area is ready to be reopened for use.

Ref.. 8 NYCRR Part 155 (Educational Facilities)
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8115
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PESTICIDES AND PEST MANAGEMENT

The Board of Education is committed to maintaining the integrity of school
buildings and grounds while protecting the health and safety of students and staff
and maintaining a productive learning environment.

The Board recognizes that pests can pose a significant risk to health and
property and there may be significant risks inherent in using chemical pesticides in
the school environment. Generally, pesticides will not be used on district
playgrounds, turf, athletic or playing fields, unless there is an emergency.
Emergencies will be handled in accordance with applicable law and regulation.

Provisions will be made for a least toxic approach to integrated pest
management (IPM) for all school buildings and grounds in accordance with the
Commissioner’s regulations. Integrated pest management is a systematic approach
to managing pests focusing on long term prevention or suppression with minimal
impact on human health, the environment and nontargeted organisms.

Notification of Pesticide Application

All district staff and parents/guardians will be notified of pesticide
applications performed at any school facility. A notice will be sent at the beginning
of the school year which will include:

1. Notification of periodic pesticide applications throughout the school year.

2. The availability of 48-hour prior written notification of pesticide applications
to parents and staff who request such notice.

3. Instructions on how to register with the school to receive this prior written
notification.

4. The name and number of the school representative who can provide further
information.

A separate notice will be sent to staff and parents within two days of the end
of winter and spring recess and within 10 days of the end of the school year
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which includes the date, location and product used for each pesticide application
which required prior notification and each emergency application.

The Superintendent of Schools shall ensure the dissemination of this policy
and conduct any training necessary to ensure that all staff are fully informed about
pesticides and pest management.

Cross-ref: 8110, School Building Safety
8220, Building and Grounds Maintenance and Inspection

Ref:  Environmental Conservation Law, Art.33 (Pesticides)
Education Law 88409-h (Requirements for Notification of Pesticide
Applications); 409-k (Pesticide Alternatives)
6 NYCRR Part 325 (Application of Pesticides)
8 NYCRR 8§155.4 (Uniform Code of Public School Building Inspections,
Safety Rating and Monitoring)
Desmond Americana v. Jorling, 153 AD2d 4 (3rd Dept. 1989)
IPM Workbook for New York State Schools, Cornell Cooperative Extension
Community IPM Program with support from New York State Dept. of
Environmental Conservation, August 1998



Lansing Central School District
8130

() Required
(X) Local
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SCHOOL SAFETY PLANS AND TEAMS

Emergencies and violent incidents in schools are critical issues that must be
addressed in an expeditious and effective manner. The Board of Education
recognizes its responsibility to adopt and keep current a comprehensive district
wide school safety plan and building-level emergency response plan(s) which
address violence prevention, crisis intervention, emergency response and
management.

Taken together, the district-wide and building level plans provide a
comprehensive approach to addressing school safety and violence prevention, and
provide the structure where all individuals can fully understand their roles and
responsibilities for promoting the safety of the entire school community. The plans
will be designed to prevent or minimize the effects of serious violent incidents and
emergencies and to facilitate the district’s coordination with local and county
resources. The plans will also address risk reduction/prevention, response and
recovery with respect to a variety of types of emergencies and violent incidents in
district schools, and will address school closures and continuity of operations in the
context of epidemics/pandemics, in either the plans themselves or in addenda to the
plans.

In accordance with state law and regulation, the district will have the
following safety teams and plans to deal with violence prevention, crisis
intervention and emergency response and management:

Comprehensive District-Wide School Safety Team and Plan

The Board will annually appoint a district-wide school safety team that
includes, but is not be limited to, a representative from the following constituencies:
the Board, teachers, administrators, and parent organizations, school safety
personnel and other school personnel (including bus drivers and monitors). This
team is responsible for the development and annual review of the comprehensive
district-wide school safety plan. The plan will cover all district school buildings
and will address violence prevention (taking into consideration a
range of programs and approaches that are designed to create a positive school
climate and culture), crisis intervention, emergency response and management
including communication protocols, at the district level. It will include all those
elements required by law and regulation.
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The Superintendent of Schools or designee will be the district’s chief
emergency officer, and will coordinate communication between school staff and
law enforcement and first responders. The chief emergency officer will ensure that
all staff understand the district-wide school safety plan and receive training on the
building-level emergency response plan, violence prevention and mental health,
and will also ensure that district-wide and building-level plans are completed,
reviewed annually, and updated as needed by the designated dates. The chief
emergency officer will ensure that the district-wide plan is coordinated with the
building-level plans, and will ensure that required evacuation and lock-down drills
are conducted.

Building-Level Emergency Response Plans and Teams

Each Building Principal is responsible for annually appointing a building-
level emergency response team that includes representation from teachers,
administrators, parent organizations, school safety personnel, other school
personnel (including bus drivers and monitors), law enforcement officials, fire
officials and other emergency response agencies. The emergency response team is
responsible for the development and review of a building-level emergency response
plan for each district building. The plan(s) will address response to emergency
situations, such as those requiring evacuation, sheltering and lock-down at the
building level and will include all components required by law and regulation.
These confidential plans will include evacuation routes, shelter sites, medical
needs, transportation and emergency notification of parents and guardians.

Building-level emergency response plans will include protocols in response
to carbon monoxide alarms or detection. Alarm or detection of carbon monoxide
will result in the appropriate actions as described by the emergency response plan.

Building-level emergency response plans must designate:

e an emergency response team for incidents that includes appropriate school
personnel, law enforcement officials, fire officials, and representatives from
local, regional and/or state emergency response agencies to assist the school
community in responding to a violent incident or emergency; and

e a post-incident response team that includes appropriate school personnel,
medical personnel, mental health counselors and other related personnel to
assist the community in coping with the aftermath of a serious violent incident
or emergency.

During emergencies, staff are authorized to temporarily cover classroom
door vision panels when it is likely to protect staff and students. For example,
covering vision panels may prevent an intruder from determining if a classroom is
occupied, thereby discouraging attempts to gain access. During emergencies, staff
are also authorized to temporarily block doors to slow the access of
intruders. Building-level emergency response plans must address the temporary
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covering of door vision panels and the temporary blocking of doors during
emergencies.

The Building Principal is responsible for conducting at least one test every
school year of the emergency response procedures under this plan including
procedures for sheltering and early dismissal.

To maintain security and in accordance with law, the building-level
emergency response plan(s) are confidential and not subject to disclosure under the
Freedom of Information Law or any other law.

Threat Assessment Teams

The Building Principal, in consultation with the Superintendent, will
annually designate a threat assessment team to provide ongoing support and
information in order to identify, and assess individuals who may be potential threats
to safety, with the intent of minimizing acts of violence in the school community.
The threat assessment team will be composed of, but not limited to, the following
personnel from both within the school and the larger community, as appropriate:
building administrators, legal counsel, the medical director and/or school nurse,
school counselors, local mental health and social service providers, law
enforcement, school resource officers, security personnel, and facilities and
maintenance personnel. The team will meet regularly. The team will be mindful of
the need for discretion and observance of confidentiality requirements.

Students will be encouraged to bring their concerns to any district
employee. If a district employee becomes aware of a threat to the school
community, they must inform the Building Principal, who will convene the threat
assessment team. The Building Principal may request the participation of the
following additional individuals who may have specific knowledge of the potential
perpetrator: supervisors, teachers, students and parents. The Building Principal is
responsible for keeping the Superintendent informed about the activities of the
threat assessment team. Threat assessment team members will receive appropriate
training.

Annual Review and Reporting

All plans will be annually reviewed and updated, if necessary, by the
appropriate team by July 15. In conducting the review, the teams will consider any
changes in organization, local conditions and other factors including an evaluation
of the results of the annual test of the emergency response procedures which may
necessitate updating of plans. If the plan requires no changes, then it will remain in
effect. If the district-wide plan requires change, then the updated plan will be
submitted to the Board of Education in time to allow 30-days of public comment
and to hold a public hearing which provides for the participation of school
personnel, students and other interested parties prior to Board adoption. All plans
must be adopted by the Board of Education by October 1.
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The Superintendent of Schools is responsible for submitting the district-
level school safety plan and any amendments to the plan to the Commissioner
within 30 days after its adoption, no later than October 1 of each year. The district-
wide plan will be posted on the district’s website. Each Building Principal is
responsible for submitting the building-level emergency response plan for the
building, and any amendments to the plan, to the appropriate local law enforcement
agency and the state police within 30 days after its adoption, but no later than
October 15 of each year until the 2020-2021 school year, when it must be submitted
by October 1 of each year.

Cross-ref: 0115, Bullying and Harassment Prevention and Intervention
5300, Code of Conduct
9700, Staff Development
Ref:  Education Law §2801-a (school safety plans)
Executive Law 8§2B (state and local natural and manmade disaster
preparedness)
8 NYCRR Part 155 (Educational Facilities)
School Safety Plans Guidance, New York State Education Department,
June 2010
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( ) Required
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BUILDINGS AND GROUNDS MAINTENANCE AND INSPECTION

To accommodate the district’s educational program, the Board of Education
is committed to providing suitable and adequate facilities. To this end, proper
maintenance and inspection procedures are essential. The Board directs the
Superintendent of Schools to ensure that proper maintenance and inspection
procedures are developed for every school building.

Consistent with federal and state law and regulations, the following items
will be included in the district’s buildings and grounds maintenance and inspection
procedures:

Comprehensive Maintenance Plan

A comprehensive maintenance plan for all major building systems will be
instituted to ensure the building is maintained in a state of good repair. Such plan
will include provisions for a least toxic approach to integrated pest management
and establish maintenance procedures and guidelines which will contribute to
acceptable indoor air quality. The plan shall be available for public inspection.

Procedures will also be established to ensure the safety of building occupants
during maintenance activities including standards for exiting and ventilation,
asbestos and lead protocols, noise abatement and control of chemical fumes, gases
and other contaminants.

Building Condition Surveys

Each occupied district building will be assessed every five years by a
building condition survey. This survey will be conducted by a team that includes
at least one licensed architect or engineer and will include a list of all program
spaces and inspection of building system components for evidence of movement,
deterioration, structural failure, probable useful life, need for repair and
maintenance and need for replacement. Building condition survey reports will be
submitted to the Commissioner by January 15, 2001 and January 15th of every fifth
year thereafter.

Fire Safety Inspections
An annual inspection for fire and safety hazards will be conducted in

accordance with a schedule established by the Commissioner of Education. The
inspection will be conducted by a qualified fire inspector and the report will be kept
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in the district office. Any violation of the State Uniform Fire Prevention and
Building Code shall be corrected immediately or within a time frame approved by
the Commissioner.

Safety Rating System

A safety rating keyed to the structural integrity and overall safety of each
occupied school building will be provided on an annual basis in consultation with
the Health and Safety Committee. Safety ratings will be based on the safety rating
system developed by the Commissioner and will comply with all statutory and
regulatory requirements.

Building Principals shall, on an on-going basis, undertake their own
inspections of school buildings and grounds, searching for any dangerous or
hazardous conditions and take immediate steps to remedy the problem.

Cross-ref: 6100, Annual Budget
7100, Facilities Planning
7365, Construction Safety
8112, Health and Safety Committee
8115, Pesticides and Pest Management

Ref: 29 CFR 88 1910 et seq. (OSHA Hazard Communication)
40 CFR Part 763 (Asbestos Hazard Emergency Response Act)
Education Law 8§ 409-d (Comprehensive Public School Safety Program);
409-e (Uniform Code of Public School Buildings Inspections, Safety Rating
and Monitoring); 807-a (Fire Inspections)
Labor Law 8§ 875-883(toxic substances)
Public Health Law 8§ 4800-4808 (Right to Know, toxic substances)
Environmental Conservation Law § 33-0725 (Pesticides)
6 NYCRR Part 325 (Pesticides)
8 NYCRR 88 155.1(Educational Facilities); 155.4 (Uniform Code of Public
School Buildings Inspection, Safety Rating and Monitoring); 155.8 (Fire and
Building Safety Inspections)
9 NYCRR Parts 600-1250 (Uniform Fire Prevention & Building Code)
12 NYCRR Part 56 (Industrial Code Rule concerning asbestos)
Appeal of Anibaldi, 33 Educ. Dep’t Rep. 166 (1993) (district required to
monitor student’s physical symptoms when air quality caused health
problems)
Guidelines for the Evaluation and Control of Lead-Based point Hazards in
Housing, U.S. Department of Housing and Urban Development, Washington
D.C., June 1995)
IPM Workbook for New York State Schools, Cornell Cooperative Extension
Community IPM Program with support from New York State Dept. of
Environmental Conservation, August 1998
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AUTHORIZED USE OF SCHOOL-OWNED MATERIALS AND
EQUIPMENT

The Board of Education permits the use of district-owned materials and
equipment (e.g., laptop computers, cell phones, audio-visual equipment, etc.) by
Board members, officers, and employees of the district when such material and
equipment is needed for district-related purposes.

The Superintendent of Schools, in consultation with the School Business
Official, shall establish regulations governing the loan and use of such equipment.
Such regulations must address:

e the individuals who may properly authorize the use of such material and/or
equipment;

e the lack of authority of the borrower to use such material or equipment for
private, non-business purposes;

e the responsibilities of the borrower for proper use, care and maintenance;

e that, regardless of condition or other factors, all loaned equipment must be
returned to the district. No item may be sold to or purchased by the borrower
unless such equipment has been returned to the district for evaluation and, if
necessary, disposal in accordance with district policy and procedures.

All equipment shall be inventoried and a list shall be maintained of the date
such equipment was loaned, to whom it was loaned, and the date of expected and
actual return.

Individuals borrowing district-owned equipment shall be fully liable for any
damage or loss occurring to the equipment during the period of its use, and shall be
responsible for its safe return. In addition, since Board members, officers and
employees are issued district owned equipment in connection with their work
responsibilities, the individual using the district owned equipment shall not have an
expectation of privacy with respect to information contained on the device (e.g.,
computer files, images, messages).

The Business Office shall maintain records of all equipment that is loaned
for long-term use (e.g., school year, term of office, etc.) and shall review such list

yearly.
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Cross-ref: 8332, Use of District Owned Cell Phones
8630, Computer Resources and Data Management
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() Required
(X) Local
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USE OF CELL PHONES

The Board of Education recognizes that certain district employees will be
required to carry district-owned cell phones in order to meet their job
responsibilities. Such phones should be provided only when a less costly alternative
is not available or is not appropriate in the circumstances.

A list of job titles requiring district-owned cell phones shall be maintained
in the Business Office and reported to the Board for its approval each year at its
organizational meeting in July. All cellular telephone contracts shall be secured
through the appropriate purchasing process (e.g., competitive bid, RFP process) and
shall be subject to review and approval by the Board.

Cell phones are to be used for school district business purposes only and
anything other than incidental private use is prohibited. Failure to follow these
guidelines may result in revocation of the phone and discipline of the employee. In
addition, since employees are issued district-owned cell phones in connection with
their work responsibilities, employees shall not have an expectation of privacy with
respect to information contained on the device (e.g., text messages, records of
phone calls).

As with any district-owned equipment, employees must take proper care of
cell phones and take all reasonable precautions against damage, loss, or theft. Any
damage, loss, or theft must be reported immediately to the Business Office. Since
employees are responsible for the safe return of district-owned cell phones,
employees who use district-owned cell phones may be liable for damages or loss
which occur during the period of its use.

Ref.  Fourth Amendment, U.S. Constitution
Fourteenth Amendment, U.S. Constitution
City of Ontario, California v. Quon, 560 U.S. 746 (2010)
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USE OF CREDIT CARDS

The School District will issue a credit card in its name to th ePurchasing
Agent for the use of its officers and designated employees for authorized expenses.
Authorized personnel must submit purchase requisitions for those related expenses,
prior to the use of the credit card.

This credit card will only be for those purchases of goods and services that
require a credit card and do not accept other payment methods. Any other reason
for credit card use must be approved by the superintendent or designee, prior to use.

Expenses incurred on each credit card shall be paid in such a manner to
avoid interest charges (if any).

The credit cards shall be locked in a secure place in the Business Office.

Any individual who makes and unauthorized purchase with a school district
credit card shall be required to reimburse the school district for the purchase.

8414.5
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ALCOHOL AND DRUG TESTING OF DRIVERS

The Board of Education recognizes the dangers inherent in alcohol and
controlled substance use by employees, especially those in safety-sensitive
positions. To ensure the safety of its students the Board requires alcohol and
controlled substance testing of certain “drivers,” operators of "other school buses,"
and any other employee who is subject to such testing, in accordance with and as
set forth in the applicable federal and state requirements.

Definitions

1. “Driver” includes any person who operates a commercial motor vehicle. This
includes, but is not limited to: Full time, regularly employed drivers; casual,
intermittent or occasional drivers; leased drivers and independent owner-operator
contractors.

2. "Other school buses" include those covered by applicable federal regulations (see
list below) and any other motor vehicle either owned by the district or by a private
company, operated to transport students, children of students, teachers, and other
supervisory persons to or from school or school activities.

Testing Responsibilities

Consistent with federal regulations, the district shall directly, by contract, or
through a consortium, implement and conduct a program to provide alcohol and
controlled substance testing of drivers who operate a commercial motor vehicle,
perform in a safety-sensitive position, and are required to hold a commercial
driver’s license. Employees holding such positions include:

1. drivers of vehicles designed to transport 16 or more passengers, including the
driver;

2. drivers of commercial motor vehicles whose manufacturer’s rating is 26,001
Ibs. or more; or

3. any other employee who may drive or service a listed vehicle (e.g. a mechanic
who performs test drives, repairs, inspects, or loads or unloads a vehicle listed
in 1 or 2 above).

Controlled substance and alcohol tests will be conducted for operators of all
"other school buses” consistent with the procedures applicable to the
implementation of federal regulations. Volunteers who drive a bus with passengers
fewer than 30 days per year are not subject to such testing.

Generally, the required testing will be conducted at or prior to the time of
employment and randomly throughout the school year. However, drivers are
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subject to additional testing under federal regulations when a supervisor has a
reasonable suspicion that a driver has engaged in prohibited alcohol or controlled
substance use; after certain accidents; prior to return to duty when the driver has
been found to violate district policy and federal regulations; and after the driver's
return to duty.

Driving Prohibition
In accordance with federal and state law, a driver may not drive if he or she:

1. possesses, consumes or is reasonably believed to possess or have consumed
alcohol or a controlled substance, while on duty;

2. uses or is under the influence of alcohol or a controlled substance that is not
lawfully prescribed within six hours or less before duty;

3. has an alcohol concentration of 0.02 or higher, or tests positive for a
controlled substance; or

4. refuses to take a required alcohol or controlled substance test.

Also, no driver shall use alcohol after being involved in an accident in which
there was a fatality or in which the driver was cited for a moving violation and a
vehicle was towed from the scene or an injury was treated away from the scene
until he/she has been tested or 8 hours have passed, whichever occurs first.

Enforcement of Driving Prohibitions

The school district will not require or permit drivers of vehicles listed above,
as well as operators of all "other school buses" defined above, to be on duty or
operate a listed vehicle or other school bus, if it appears that they have consumed a
drug/controlled substance (except those lawfully prescribed) or alcohol within the
preceding eight hours. This shall be based on the person's general appearance,
conduct, or other substantiating evidence. Those who maintain, repair, or garage
listed vehicles or school buses that involves incidental driving without passengers,
are exempt from this requirement, but are still prohibited from consuming
controlled substances and alcohol within six hours of going on duty.

Response to Positive Testing Results

Any driver who is tested and found to have an alcohol concentration of at
least 0.02, but less than 0.04, shall be removed from the position until his or her
next regularly scheduled duty period, but not less than 24 hours following
administration of the test. Any driver found to have violated this requirement may
be disciplined in accordance with the provisions of the applicable collective
bargaining agreement, district policy, and/or law. Operators of “other school
buses” subject to random testing pursuant to New York Law will be subject to the
same consequences based upon an alcohol concentration of at least 0.02 but less
than 0.04 as drivers listed above.
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If a driver has an alcohol concentration of 0.04 or greater, or has engaged
in prohibited alcohol or controlled substance use, he or she will be removed from
driving duties, and referred to a substance abuse professional. The driver may be
required to complete a treatment program and/or be disciplined pursuant to district
policy and/or collective bargaining agreement. No driver who has abused
controlled substances and/or alcohol may return to duty unless he/she has
successfully passed a required return to duty test. Thereafter, the driver will be
subject to follow-up testing. Operators of “other school buses” subject to random
testing pursuant to New York Law will be subject to the same consequences based
upon an alcohol concentration of 0.04 or greater or a positive drug test as drivers
listed above.

Re-Testing

Should the district receive a dilute test result in which the creatinine
concentration is greater than 5mg/dL in the case of any pre-employment, return-to-
duty, follow-up, reasonable suspicion, or random test, it is the policy of the district
that the individual shall be re-tested and that re-test will become the test of record.

Policy Distribution

The Superintendent of Schools shall ensure that a copy of this policy, the
district’s policy on misuse of alcohol and use of controlled substances, information
on alcohol and drug abuse and treatment resources and any other information
prescribed by federal regulations is provided to all drivers and operators of "other
school buses" prior to the initiation of the testing program and to each driver or
operator of "other school buses” subsequently hired or transferred to a position
subject to testing.

Cross-ref: 9320, Drug-Free Workplace
9610, Staff Substance Abuse

Ref: Omnibus Transportation Employee Testing Act of 1991,
49 U.S.C. §831136;31306
49 U.S.C. 8§521(b)
49 CFR Part 391 (Qualifications/Disqualifications)
49 CFR Part 382 (Drug and Alcohol Testing Requirements)
49 CFR Part 40 (Testing Procedures)
49 CFR §395.2 (On-duty time defined)
Vehicle and Traffic Law 88509-g; 509-1; 1192; 1193
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Will v. Frontier CSD Bd. of Educ., 97 N.Y.2d 690 (2002)
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ALCOHOL AND DRUG TESTING OF DRIVERS REGULATION

Any employee who operates a commercial motor vehicle, or other "school
bus,” or is in a related safety-sensitive function described below shall be subject to
alcohol and controlled substance testing in accordance with this regulations and
applicable federal regulations and state law. An employee having any questions
concerning the district’s policy or regulation, state law or applicable federal
regulations shall contact the Superintendent of Schools.

Any treatment, rehabilitation program or discipline will be provided in
accordance with district policy and/or collective bargaining agreements.

. Definition

A. Employees Covered Under Federal Law

Employees covered under federal law include district employees who
operate a commercial motor vehicle, perform in a related safety-sensitive position,
and are required to obtain a commercial driver’s license. Such employees include:

1. drivers of vehicles designed to transport 16 or more passengers,
including the driver;

2. drivers of commercial motor vehicles whose manufacturer’s rating is
26,001 Ibs. or more; or

3. any other employee who may drive or service a vehicle listed in 1 or 2
above (e.g., a mechanic who performs test drives, repairs, inspects or
loads or unloads a listed vehicle).

Such employees include, but are not limited to full time, regularly employed
drivers; casual, intermittent or occasional drivers; leased drivers and independent,
owner-operator contractors who are either directly employed or under lease to an
employer or who operate a commercial motor vehicle at the direction or with the
consent of the district.
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B. Employees Covered Under State Law

Operators of “other school buses" are subject to testing as described in
section Il below. Other "school buses" include both those covered by applicable
federal regulations as stated above, and any other motor vehicle either owned by
the district or by a private company, operated to transport students, children of
students, teachers, and other supervisory persons to or from school or school
activities.

Certain specified employees will not be considered operators of "other
school buses." They include:

1. Volunteers who drive a school bus with passengers fewer than 30 days
per year; and

2. Employees engaged in the maintenance, repair or garaging of buses,
who in the course of their duties must incidentally drive a vehicle not
covered under federal law without passengers.

C. Safety Sensitive Function

An employee is performing a safety-sensitive function that is covered by
federal regulations when:

waiting to be dispatched, unless the driver has been relieved from duty;
inspecting, servicing or conditioning any commercial motor vehicle;
driving a commercial motor vehicle;

attending a vehicle being loaded or unloaded;

performing the driver requirements of the federal regulations pertaining to
accidents; and

attending to a disabled vehicle.

ko

S

Il.  Driver Prohibitions and Consequences

Employees covered under federal law are required to be in compliance
with district policy and regulation at the following times:

1. when performing any on-duty safety-sensitive functions, including all time
from the time a driver begins to work or is required to be in readiness to
work until the time the driver is relieved from work and all responsibility;
and

2. during all time spent providing a breath sample, saliva sample or urine
specimen and travel time to and from the collection site in order to comply
with random, reasonable suspicion, post-accident, return-to-duty or
follow-up testing.
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The Supervisor of Transportation or his/her designee shall prohibit an

employee covered under both federal and state law are prohibited from driving a
listed vehicle or performing other safety-sensitive duties if the employee:

1.

2.

possesses, consumes or is reasonably believed to possess or have consumed
alcohol or a controlled substance, while on duty;

has consumed or is under the influence of alcohol or a controlled substance
that is not lawfully prescribed within six hours before duty;

has an alcohol concentration of 0.02 or higher, or tests positive for
controlled substances; or

refuses to take a required alcohol or controlled substance test. Refusal to
submit shall mean the failure to provide adequate breath or urine without a
valid medical explanation, receipt of verified adulterated or substituted drug
test result, or to engage in conduct that clearly obstructs the testing process,
such as a failure to arrive for the drug testing or failure to sign the alcohol
testing form prior to specimen collection.

In addition, an employee covered under federal law is prohibited from

consuming alcohol within eight hours after being involved in an accident, or
before undergoing a post-accident test, if such a test is required. Illegal drug use
by drivers is prohibited on or off duty.

Drivers who violated the above prohibitions will be subject to the

following enforcement actions:

1.

Employees covered under federal law will be removed from their safety-
sensitive functions if they violate the district’s policy or federal regulations
pertaining to the possession or consumption of alcohol or controlled
substances.

The Supervisor of Transportation or his/her designee will not require or
permit employees covered under state law to be on duty or operate a listed
vehicle or other school bus, if it appears that they have consumed a
drug/controlled substance (except those lawfully prescribed) or alcohol
within the preceding eight hours. This shall be based on the person's general
appearance, conduct, or other substantiating evidence. Those who
maintain, repair, or garage listed vehicles or school buses that involves
incidental driving without passengers, are exempt from this requirement,
but are still prohibited from consuming controlled substances and alcohol
within six hours of going on duty.

Any covered employee who tests 0.02 or greater but less than 0.04 will be
removed from driving and other safety-sensitive duties until the start of the
driver’s next regularly scheduled duty period, but not less than 24 hours
following administration of the test.

In the event that any covered employee has a breath alcohol concentration
of 0.04 or greater, has tested positive for a controlled substance or has
refused to take a test, he or she will, in addition to immediate removal
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from driving and any other safety-related duties, not be returned to duty
until he or she:

e has been evaluated by a substance abuse professional;
e has complied with any treatment recommendations; and
e has received a satisfactory result from a return to duty test.

5. Upon return to duty, the employee will be subject to follow-up testing.

While New York Law permits the use of medical marijuana, federal law
still prohibits its use. Any driver tested under the federal regulations, who tests
positive for marijuana, even if such use is based upon a lawful certification under
state law, will be found to have violated the federal regulations (DOT Office of
Drug and Alcohol Policy and Compliance, Medical Marijuana Notice (Oct. 2009)
at: https://www.transportation.gov/odapc/medical-marijuana-notice).

I1l.  Types of Testing

The Superintendent of Schools and the Director of Transportation shall
ensure that the following alcohol and drug tests are conducted and that any
employee who is required to take such a test is notified prior to the test that it is
required pursuant to federal regulations. Notice will also be given in the case of
pre-employment alcohol testing, that such test is required by state law.

1. Pre-employment: Controlled substance and alcohol tests will be conducted
before all applicants are hired or after an offer to hire, but before actually
performing safety-sensitive functions for the first time. These tests will also
be given when employees covered under federal or state law transfer to a
safety-sensitive function.

2. Post-accident: Alcohol and controlled substance tests will be conducted if
a driver covered under federal law is involved in an accident in which:

a. there has been a fatality; OR

b. the driver has received a citation for a moving violation in
connection with the accident pursuant to the time limitations
specified in the regulation AND EITHER
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I.  thereisan injury treated away from the scene of the accident; or
ii.  thereis a disabled vehicle towed from the scene.

3. Reasonable Suspicion: Alcohol and controlled substance tests will be
conducted when the Transportation Supervisor or other school official who
has completed the minimum two hours of training has a reasonable
suspicion that the driver covered under federal law has violated district
policy and regulation. A “reasonable suspicion” must be based on specific,
contemporaneous, articulable observations concerning the driver’s
behavior, appearance, speech or body odors that are characteristic of
controlled substance or alcohol misuse. Alcohol tests can only be done just
before, during or just after the employee covered under federal law drives a
listed vehicle or performs other safety-sensitive duties. The supervisor who
makes the determination of reasonable suspicion cannot do the testing.

4. Random Testing: For employees covered under federal law, random
alcohol tests shall be conducted annually at a minimum rate established
annually by the Federal Motor Carrier Safety Administration. Random
alcohol tests must be conducted just before, during or just after the
employee drives a listed vehicle or performs other safety-sensitive duties.
For employees covered under federal law, random controlled substance
tests shall be conducted annually at a minimum rate established annually by
the Federal Motor Carrier Safety Administration. Random controlled
substance tests may be conducted at any time. Random alcohol and
controlled substance tests must be unannounced and spread reasonably
throughout the calendar year.

New York law requires employees covered by state law to be tested in
conformance with federal regulations 49 CFR Part 382. Although federal
regulations permit employers to perform random testing beyond what they
require, a separate pool must be maintained for those employees covered by
state law who do not meet federal requirements. The separate pool for these
employees will be subject to testing at the same minimum rate annually
established for drivers subject to the Federal Motor Carrier Safety
Administration regulations.

5. Return-to-Duty Testing: Any covered employee who refused to take a test
or has engaged in prohibited alcohol and controlled substance use, except
for alcohol concentration of between 0.02 and 0.04, shall be required to take
an alcohol or controlled substance test and achieve a satisfactory result
before returning to duty in the safety-sensitive position. If removal was due
to alcohol use, a satisfactory result will be less than 0.02 alcohol
concentration. If removal was due to controlled substance use, a satisfactory
result will be one that it is verified as negative. The test
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will not be administered until the employee has been evaluated by a
substance abuse professional and has complied with any treatment
recommendations.

Follow-Up Testing: After any covered employee who was found to violate
the district’s policy against alcohol and controlled substance use returns to
duty, he or she will be subject to at least six unannounced tests in the first 12
months following the employee’s return to duty. Follow-up testing may be
extended for up to 60 months from the date of the employee’s return to duty.
Follow-up alcohol testing may only be conducted before, during or after the
driver has performed his or her driving duties.

Testing Procedures

A. Alcohol Testing Procedures

Alcohol testing will be conducted with evidential breath testing (EBT)

devices approved by the National Highway Traffic Safety Administration. An
approved non-evidential screening device may be used to perform screening tests
but not for confirmation alcohol tests. The employee and the Breath Alcohol
Technician conducting the test must complete the alcohol testing form to ensure
that the results are properly recorded.

1.

Two breath tests are required to determine if a person has a prohibited
alcohol concentration. A screening test is conducted first. Any result less
than 0.02 alcohol concentration is considered a “negative” test.

If the alcohol concentration is 0.02 or greater, a second or confirmation test
must be conducted. The confirmation test must be conducted using an EBT
that meets the requirements of federal regulations.

If the confirmation test results indicate an alcohol concentration from 0.02
to 0.03999, the employee will be restricted from duty for at least 24 hours
from the time of the test.

If the confirmation test results indicate an alcohol concentration equal to or
greater than 0.04, the employee will be removed from all safety-sensitive
duties and no return to duty will be permitted until the employee has
successfully passed required return-to-duty tests. The employee must also
be reviewed by a Substance Abuse Professional and comply with his/her
recommendations. Follow-up tests will also be required.

For post-accident testing, the results of breath or blood tests conducted by
law enforcement officials will be accepted as long as the testing conforms
with federal and state requirements for alcohol testing and the results are
made available to the district.
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All testing procedures will conform to the requirements outlined in federal

regulations (49 CFR Part 40) for ensuring the accuracy, reliability and
confidentiality of test results. These procedures include training and proficiency
requirements for Breath Alcohol Technicians, quality assurance plans for the EBT
devices including calibration, requirements for suitable test location, and
protection of employee test records.

B. Drug Testing Procedures

The employee must provide a urine specimen at a collection site that

meets federal requirements which will be analyzed at a laboratory certified and
monitored by the U.S. Dept. of Health and Human Services.

1.

2.

Regulations require that each urine specimen be divided into one “primary”
specimen and one “split” specimen.
All urine specimens are analyzed for the following drugs or drug
metabolites (by-products of the body metabolizing a drug):

a. Marijuana (metabolites)

b. Cocaine metabolites

c. Amphetamines (including methamphetamines, MDA and MDMA)

d. Opioids (including natural opiates such as codeine, morphine,

heroin, and semi-synthetic opioids such as hydrocodone,
hydromorphone, oxycodone, and oxymorphone)

e. Phencyclidine (PCP)
If the primary specimen confirms the presence of one or more of these
drugs, the employee has 72 hours to request that the split specimen be sent
to another certified lab for analysis. [Note: The employee must be removed
from driving duties at this time--pursuant to federal regulations; the driver’s
removal cannot await the result of split sample.]
All drug test results will be reviewed and interpreted by a physician (also
called a Medical Review Officer) before they are reported to the district.
If the laboratory reports a positive result to the Medical Review Officer
(MRO), the MRO shall interview the employee to determine if there is an
alternative medical explanation for the drugs found in the employee’s urine
specimen. If the employee provides appropriate documentation and the
MRO determines that it is legitimate medical use of a prohibited drug, the
drug test result is reported as negative.
If the MRO reports a positive drug result, the employee must be evaluated
by a substance abuse professional and follow his/her recommendations
prior to taking a return-to-duty test. Follow-up testing is also required.
For post-accident testing, the results of urine tests conducted by law
enforcement officials will be accepted as long as the testing conforms with
federal and state requirements for controlled substance testing and the
results are made available to the district.
All controlled substance testing shall comply with the requirements of the
federal regulations (49 CFR Part 40) including procedures for the proper
identification, security and custody of the sample, use of certified
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laboratories, that all drug test results are reviewed and interpreted by a
physician, and ensuring confidentiality of employee test records.

V. Dilute Specimen Testing

If the district receives a drug test result which is negative but dilute and the
creatinine concentration is greater than 5mg/dl, the district shall require a re-test to
be conducted in each of the following cases:

Pre-employment tests
Return-to-duty tests
Follow-up tests
Reasonable suspicion tests
Random tests

The result of the re-test shall become the test of record. If the employee
refuses to take the re-test it will be considered the same as a positive test result.

VI.  Training

The Supervisor of Transportation and every other person designated to
determine whether reasonable suspicion exists to require an employee covered by
federal law to undergo reasonable suspicion testing must receive at least one hour
of training on alcohol misuse and at least one additional hour of training on
controlled substance use which they will use in making their determinations.

VIl.  Recordkeeping and Reporting

The Transportation Supervisor shall ensure that alcohol and drug testing
records are maintained pursuant to applicable regulation and are available, if
requested, for submission to the federal government or any State or local officials
with regulatory authority over the employer or any of its drivers.

The following personal information must be reported to the Department of
Transportation (DOT) Clearinghouse for employees subject to DOT testing:

a verified positive, adulterated or substituted drug test result;

an alcohol confirmation tests with a concentration of 0.04 or higher;

a refusal to submit to any test required by the regulations;

An employer’s report of actual knowledge of on duty alcohol use, pre-duty
alcohol use, alcohol use following an accident, and controlled substance
use;

e A substance abuse professional’s report of the successful completion of the
return-to-duty process;

A negative return-to-duty test; and

An employer report of completion of follow-up testing.
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VIIl.  Required Notification

Every covered employee shall receive information about the signs,
symptoms, and effects of alcohol misuse and controlled substance use as well as a
copy of the district’s policy and procedures, the consequences of testing positive
and who to contact within the district to seek further information and/or assistance.

Each covered employee is required to sign a statement certifying that he/she has
received this information. The district shall maintain the original signed
certification until the employee’s employment is discontinued. The district will
provide a copy of the certification to the covered employee upon request.

IX. Penalties

Any treatment, rehabilitation program or discipline will be provided in
accordance with applicable law and regulations, district policy and/or collective
bargaining agreements.

Any employer or driver who violates the requirements of the federal
regulations of the Omnibus Transportation Employee Testing Act of 1991 may be
subject to civil penalties.

In addition, in accordance with New York State law, a driver convicted of
driving a listed vehicle with one or more student passengers while impaired by the
use of drugs or alcohol will have his/her license revoked for one year and is subject
to fines ranging from $500 to $5,000 and/or imprisonment. Any driver convicted
more than once in 10 years for such crimes will have his/her license revoked for
three years and is subject to a fine of $1,000 to $5,000 and/or imprisonment.

Adoption Date:
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ALCOHOL AND DRUG TESTING PROGRAM
ACKNOWLEDGMENT FORM

I, , have received, read and understand the Alcohol
and Drug Testing Program policy and regulation. | consent to submit to the alcohol
and drug testing program as required by law and district policy and regulation.

| understand that if 1 am being required to submit to a pre-employment
alcohol test or a dilute specimen re-test, such test is required pursuant to district
policy for employment with the district and not pursuant to federal regulations.

| understand that if I violate district policy, regulation or the law, 1 may be
subject to discipline up to and including termination or I may be required to
successfully participate in a substance abuse evaluation and, if recommended, a
substance abuse treatment program. If I am required to and fail to or refuse to
successfully participate in a substance abuse evaluation or recommended substance
abuse treatment program, | understand | may be subject to discipline up to and
including termination.

Signature of Employee Date

Adoption Date:
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“CHARGING” SCHOOL MEALS AND PROHIBITION AGAINST
SHAMING

Meal Charge and Prohibition Against Meal Shaming Policy
l. Purpose

The goal of the Lansing Central School Food Service Program is to provide
student access to nutritious no- or low-cost meals each school day and to ensure
that a pupil whose parent/guardian has unpaid school meal fees is not shamed or
treated differently than a pupil whose parent/guardian does not have unpaid
meal fees.

Unpaid charges place a large financial burden on our school. The purpose
of this policy is to insure compliance with federal requirements for the USDA Child
Nutrition Program and, and to provide oversight and accountability for the
collection of outstanding student meal balances to ensure that the student is not
stigmatized, distressed or embarrassed.

The intent of this policy is to establish procedures to address unpaid meal
charges throughout the Lansing Central School Food Service Program in a way
that does not stigmatize, distress or embarrass students. The provisions of this
policy pertain to regular priced reimbursable school breakfast, and lunch meals
only. The Lansing Central School Food Service Program provides this policy as a
courtesy to those students in the event that they forget or lose their money.
Charging of items outside of the reimbursable meals (a la carte items, adult meals,
etc.) is expressly prohibited.

Il. Policy

Free Meal Benefit - Free eligible students will be allowed to receive a free
breakfast and lunch meal of their choice each day. A la carte items or other similar
items must be paid/prepaid.

Reduced Meal Benefit - Reduced eligible students will be allowed to
receive a breakfast of their choice for $.25 and lunch of their choice for $.25 each
day. The charge meals offered to students will be reimbursable meals available to
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all students, unless the student’s parent or guardian has specifically provided
written permission to the school to withhold a meal. A la carte items or other
similar items must be paid/prepaid.

Full Pay Students - Students will pay for meals at the school’s published
paid meal rate each day. The charge meals offered to students will be reimbursable
meals available to all students, unless the student’s parent or guardian has
specifically provided written permission to the school to withhold a meal. A la
carte items or other similar items must be paid/prepaid.

Ongoing Staff Training:

e Staff will be trained annually and throughout the year as needed on the
procedures for managing meal charges using the NYSED Webinar or the
school’s training program.

o Staff training includes ongoing eligibility certification for free or reduced price
meals.

Parent Notification:

e Parents/guardians will be notified that a student’s meal account balance is
exhausted and has accrued meal charges the day of the charge and then every
day Monday — Friday thereafter.

Parent Outreach:

e Staff will communicate with parents/guardians with five or more meal charges
to determine eligibility for free or reduced price meals.

e School staff will make two documented attempts to reach out to
parents/guardians to complete a meal application in addition to the application
and instructions provided in the school enrollment packet.

e School staff will contact the parent/guardian to offer assistance with completion
of meal application to determine if there are other issues within the household
causing the child to have insufficient funds, offering any other assistance that
IS appropriate.

Minimizing Student Distress:

e School will not publicly identify or stigmatize any student on the line or discuss
any outstanding meal debt in the presence of any other students.

e Students who incur meal charges will not be required to wear a wristband or
handstamp, or to do chores or work to pay for meals.

e Schools will not throw away a meal after it has been served because of the
student’s inability to pay for the meal or because of previous meal charges.
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e Schools will not take any action directed at a pupil to collect unpaid school meal
fees.

e Schools will deal directly with parents/guardians regarding unpaid school meal
fees. ONGOING ELIGIBILITY CERTIFICATION:

e School staff will conduct direct certification with NYSSIS or using NYSED
Roster Upload to maximize free eligibility. NYSED provides updated direct
certification data monthly.

e School staff will provide parents/guardians with free and reduced price
application and instructions at the beginning of each school year in school
enrollment packet.

e Schools will provide at least two additional free and reduced price applications
throughout the school year to families identified as owing meal charges.

e Schools will use administrative prerogative judiciously, only after using
exhaustive efforts to obtain a completed application from the parent/guardian
only with available information on family size and income that falls within
approvable guidelines.

e Schools will coordinate with the foster, homeless, migrant, runaway
coordinators to certify eligible students. School liaisons required for homeless,
foster, and migrant students shall coordinate with the nutrition department to
make sure such students receive free school meals, in accordance with federal
law.

Students/Parents/Guardians may pay for meals in advance via
myschoolbucks.com or with a check payable to Lansing Central School Food
Service Program. Further details are available on our webpage at
www.lansingschools.org. Funds should be maintained in accounts to minimize the
possibility that a child may be without meal money on any given day. Any
remaining funds for a particular student may/will be carried over to the next school
year.

Refunds for withdrawn, and graduating students; a written or e-mailed
request for a refund of any money remaining in their account must be submitted.
Students who are graduating at the end of the year will be given the option to
transfer to a sibling’s account or donate to a student in need with a written request.

Unclaimed Funds must be requested within one school year. Unclaimed
funds will then become the property of the Lansing Central School Food Service
Program.

Cross-ref: 8520, Free and Reduced Price Meal Services
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Ref: 42 USC §1779 (Child Nutrition Act of 1966)

42 USC 8§81758(f)(1); 1766(a) (National School Lunch Act)

2 CFR §200.426 (accounting for debt in federal programs)
7 CFR 88210.9 210.12; 210.19; 220.13; 245.5 (accounting in federal school meal
programs)

Healthy, Hunger-Free Kids Act (Public Law 111-296), §143

15 USC 8§1692a (debt collector defined)
Education Law §908
USDA Report to Congress, Review of Local Policies on Meal Charges and
Provision of Alternate Meals, June 2016,
www.fns.usda.gov/sites/default/files/cn/unpaidmealcharges-report.pdf
Unpaid Meal Charges: Local Meal Charge Policies, USDA FNS Memo SP 46-
2016 (07/08/16), www.fns.usda.gov/unpaid-meal-charges-local-meal-charge-
policies
Unpaid Meal Charges: Guidance and Q&A, USDA FNS Memo SP 57-2016
(09/16/16), https://fns-prod.azureedge.net/sites/default/files/cn/SP57-20160s.pdf
Unpaid Meal Charges: Guidance and Q&A, USDA FNS Memo SP 23-2017
(03/23/17), https://fns-prod.azureedge.net/sites/default/files/cn/SP23-20170s.pdf
Unpaid Meal Charges: Clarification on Collection of Delinquent Meal Payments,
USDA FNS Memo SP 47-2016 (07/08/16),
www.fns.usda.gov/sites/default/files/cn/SP47-20160s.pdf
Overcoming the Unpaid Meal Challenge - Proven Strategies from Our Nation’s
Schools, USDA FNS Guidance Document (May 2017), https://fns-
prod.azureedge.net/sites/default/files/cn/SP29-2017al.pdf
New York State Legislation - Prohibition Against Meal Shaming, NYSED Memo
(5/1/18), http://www.cn.nysed.gov/content/prohibition-against-meal-shaming
Meal Charge Plan Template, NYSED (5/1/18),
http://www.cn.nysed.gov/content/meal-charge-and-prohibition-against-meal-
shaming-policy-template
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http://www.fns.usda.gov/sites/default/files/cn/SP47-2016os.pdf
https://fns-prod.azureedge.net/sites/default/files/cn/SP29-2017a1.pdf
https://fns-prod.azureedge.net/sites/default/files/cn/SP29-2017a1.pdf
http://www.cn.nysed.gov/content/prohibition-against-meal-shaming
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FREE AND REDUCED PRICE MEAL SERVICES

The Board of Education recognizes that the nutrition of district students is
an important factor in their educational progress. The Board therefore shall
participate in federally funded school lunch programs, and shall provide free [or
reduced price] meal services to qualified district students.

Availability, Application & Notification

Notice of the availability of the free [and reduced price] meal programs will
be sent to the homes of students, local media, the local unemployment office and
large employers experiencing layoffs in the area from which the district draws its
attendance. Any child who is a member of a family unit whose income is below the
federally established scale shall be eligible to receive such services.

To apply for the free [or reduced price] meal program:

a. Application forms will be available in the main office of each school building,
mailed annually and on the district website and can be completed and submitted
at any time during the year.

b. Completed forms must be submitted to the Director of Food Services of the
school which the student attends prior to any determination of eligibility.

c. The parent or guardian will be informed of the determination within one week
of receiving a properly completed application.

Applications will be kept confidential.

Upon written request, the Assistant Superintendent for Business will hear
appeals of determinations regarding such services in compliance with federal
regulations governing the National School Lunch Program.

In addition, in order to reach students who are categorically eligible for free
[and reduced price] meals and to comply with state law, three times per school year
Director of Food Service will review the list made available by the State Education
Department of children ages three to 18 who are in households receiving federal
food assistance, Medicaid benefits (for certain recipients), or Temporary Assistance
for Needy Families (TANF) to identify students within the district. The district will
send a notice to those families apprising them of their student’s eligibility to
participate in the school meal programs without further application. Parents may
decline participation by informing the district in writing. If the service is declined,
the student will be removed from the eligibility list.
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The Building Principal in conjunction with Director of Food Service will
establish meal time procedures that both protect the anonymity of the student and
allow for proper accounting.

Community Eligibility

If the district can show that the percentage of students eligible for free
school meals at any one school, or group of schools, or the entire school district, is
at least 40%, the district may elect for the school, schools, or district to participate
in the Community Eligibility option. Pursuant to federal law and regulations, the
school would provide all students at that school or schools with free breakfast and
lunch, pursuant to federal regulations. The district would receive federal
reimbursement corresponding to the percentage of eligible students. If the
reimbursement received by the district is not sufficient to cover total nonprofit
school food service program costs, non-federal funds must be used to pay the
difference.

Pursuant to federal regulations, under the Community Eligibility option,
student eligibility is based on household receipt of food assistance (Supplemental
Nutrition Assistance Program (SNAP) or Food Distribution Program on Indian
Reservations (FDPIR)), income assistance (TANF), or Medicaid benefits (for
certain income levels), student participation in Head Start, or recognition of the
student as homeless, runaway, migrant, or in foster care.

All affected households will receive prior notification that the school is operating
under the Community Eligibility provision.

Cross-ref: 8500, Food Service Management

Ref:  National School Lunch Act of 1946, as amended, (42 U.S.C. 881751-1760)
Child Nutrition Act of 1966, as amended, (42 USC 881771 et seq.)
7 CFR Part 245 (245.2, Definitions; 245.5, public announcement; 245.6,
categorical eligibility and direct certification/verification.)
Social Services Law 895(7)
U.S. Department of Education guidance document, The Community
Eligibility Provision and Selected Requirements Under Title I, January
2014, www.ed.gov/programs/titleiparta/13-0381guidance.doc.
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COMPUTER RESOURCES AND DATA MANAGEMENT

The Board of Education recognizes that computers are a powerful and
valuable education and research tool and as such are an important part of the
instructional program. In addition, the district depends upon computers as an
integral part of administering and managing the schools’ resources, including the
compilation of data and recordkeeping for personnel, students, finances, supplies
and materials. This policy outlines the Boards expectations in regard to these
different aspects of the district’s computer resources.

General Provisions

The Superintendent shall be responsible for designating a Director of
Technology who will oversee the use of district computer resources. The Director
of Technology will prepare in-service programs for the training and development
of district staff in computer skills, appropriate use of computers and for the
incorporation of computer use in subject areas.

The Superintendent, working in conjunction with the designated purchasing
agent for the district, and the Director of Technology will be responsible for the
purchase and distribution of computer software and hardware throughout the
schools. They shall prepare and submit for the Board’s approval a comprehensive
multi-year technology plan which shall be revised as necessary to reflect changing
technology and/or district needs.

The Superintendent, shall establish regulations governing the use and
security of the district’s computer resources (computer resources include all devices
that process data, including but not limited to, laptops, fax machines, copiers and
scanners). The security and integrity of the district computer network and data is a
serious concern to the Board and the district will make every reasonable effort to
maintain the security of the system. All users of the district’s computer resources
shall comply with this policy and regulation, as well as the district’s Acceptable
Use Policy(4526). Failure to comply may result in disciplinary action, as well as
suspension and/or revocation of computer access privileges.

All users of the district’s computer resources must understand that use is a
privilege, not a right, and that use entails responsibility. Users of the district’s
computer network must not expect, nor does the district guarantee, privacy for
electronic mail (e-mail) or any use of the district’s computer network. The district
reserves the right to access and view any material stored on district equipment or
any material used in conjunction with the district’s computer network.
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Management of Computer Records

The Board recognizes that since district data is managed by computer, it is
critical to exercise appropriate control over computer records, including financial,
personnel and student information. The Superintendent, working with the Director
of Technology and the district’s business official, shall establish procedures
governing management of computer records: taking into account whether the
records are stored onsite on district servers or on remote servers in the “cloud”.

The procedures will address:

passwords,

system administration,

separation of duties,

remote access,

encryption,

user access and permissions appropriate to job titles and duties,
disposal of computer equipment and resources (including deleting district data
or destroying the equipment),

inventory of computer resources (including hardware and software),
data back-up (including archiving of e-mail),

record retention, and

disaster recovery plans and notification plans.

If the district contracts with a third-party vendor for computing services, the
Superintendent, in consultation with the Director of Technology, Business
Official, and School Attorney, will ensure that all agreements address the
procedures listed above, as applicable.

Review and Dissemination

Since computer technology is a rapidly changing area, it is important that
this policy be reviewed periodically by the Board and the district’s internal and
external auditors. The regulation governing appropriate computer use will be
distributed annually to staff and students and will be included in both employee and
student handbooks.

Cross-ref: 1120, School District Records
4526, Computer Use for Instruction
4526.1, Internet Safety
6600, Fiscal Accounting and Reporting
6700, Purchasing
6900, Disposal of District Property
8635, Information Security Breach and Notification



Lansing Central School District

8630-R

COMPUTER RESOURCES AND DATA MANAGEMENT REGULATION

The following rules and regulations govern the use of the district's computer

network system, employee access to the Internet, and management of computerized
records.

Administration

The Superintendent of Schools shall designate a computer network
coordinator to oversee the district's computer network.

The computer network coordinator shall monitor and examine all network
activities, as appropriate, to ensure proper use of the system.

The computer network coordinator shall develop and implement procedures
for data back-up and storage. These procedures will facilitate the disaster
recovery and notification plan and will comply with the requirements for
records retention in compliance with the district’s policy on School District
Records (1120). [If the district is utilizing Cloud Computing, then the
following language should be considered to be added to the previous
sentence: taking into account the use of onsite storage or storage in the
cloud].

The computer network coordinator shall be responsible for disseminating
and interpreting district policy and regulations governing use of the district's
network at the building level with all network users.

The computer network coordinator shall provide employee training for
proper use of the network and will ensure that staff supervising students
using the district's network provide similar training to their students,
including providing copies of district policy and regulations ( including
policy 4526, Computer Use in Instruction) governing use of the district's
network.

The computer network coordinator shall take reasonable steps to protect the
network from viruses, other software, and network security risks that would
comprise the network.

All student and employee agreements to abide by district policy and
regulations and parental consent forms shall be kept on file in the district
office.

Consistent with applicable internal controls, the Superintendent in
conjunction with the school business official and the computer network
coordinator, will ensure the proper segregation of duties in assigning
responsibilities for computer resources and data management.

Internet Access

Student Internet access is addressed in policy and regulation 4526,
Computer Use for Instruction. District employees and third party users are
governed by the following regulations:
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[Note: The School Board should amend these access provisions as

appropriate]

Employees will be issued an e-mail account through the district’s computer
network.

Employees are expected to review their e-mail daily.

Communications with parents and/or students should be saved as
appropriate and the district will archive the e-mail records according to
procedures developed by the computer network coordinator.

Employees may access the internet for education-related and/or work-
related activities.

Employees shall refrain from using computer resources for personal use.
Employees are advised that they must not have an expectation of privacy in
the use of the district’s computers.

Use of computer resources in ways that violate the acceptable use and
conduct regulation, outlined below, will be subject to discipline.

Acceptable Use and Conduct

The following regulations apply to all staff and third party users
of the district’s computer system:

Access to the district's computer network is provided solely for educational
and/or research purposes and management of district operations consistent
with the district's mission and goals.

Use of the district’s computer network is a privilege, not a right.
Inappropriate use may result in the suspension or revocation of that
privilege.

Each individual in whose name an access account is issued is responsible at
all times for its proper use.

All network users will be issued a login name and password. Passwords
must be changed periodically.

Only those network users with permission from the principal or computer
network coordinator may access the district's system from offsite (e.g., from
home).

All network users are expected to abide by the generally accepted rules of
network etiquette. This includes being polite and using only appropriate
language. Abusive language, vulgarities and swear words are all
inappropriate.

Network users identifying a security problem on the district's network must
notify appropriate staff. Any network user identified as a security risk or
having a history of violations of district computer use guidelines may be
denied access to the district's network.
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Prohibited Activity and Uses

The following is a list of prohibited activity for all staff and third
party users concerning use of the district's computer network. Any
violation of these prohibitions may result in discipline or other appropriate
penalty, including suspension or revocation of a user's access to the
network.

Using the network for commercial activity, including advertising.
Infringing on any copyrights or other intellectual property rights, including
copying, installing, receiving, transmitting or making available any
copyrighted software on the district computer network.

Using the network to receive, transmit or make available to others obscene,
offensive, or sexually explicit material.

Using the network to receive, transmit or make available to others messages
that are racist, sexist, abusive or harassing to others.

Use of another’s account or password.

Attempting to read, delete, copy or modify the electronic mail (e-mail) of
other system users.

Forging or attempting to forge e-mail messages.

Engaging in vandalism. Vandalism is defined as any malicious attempt to
harm or destroy district equipment or materials, data of another user of the
district’s network or of any of the entities or other networks that are
connected to the Internet. This includes, but is not limited to, creating
and/or placing a computer virus, malware on the network, and not reporting
security risks as appropriate.

Using the network to send anonymous messages or files.

Revealing the personal address, telephone number or other personal
information of oneself or another person.

Using the network for sending and/or receiving personal messages.
Intentionally disrupting network traffic or crashing the network and
connected systems.

Installing personal software, using personal disks, or downloading files on
the district’s computers and/or network without the permission of the
appropriate district official or employee.

Using district computing resources for fraudulent purposes or financial
gain.

Stealing data, equipment or intellectual property.

Gaining or seeking to gain unauthorized access to any files, resources, or
computer or phone systems, or vandalize the data of another user.
Wastefully using finite district resources.
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e Changing or exceeding resource quotas as set by the district without the
permission of the appropriate district official or employee.

e Using the network while your access privileges are suspended or revoked.

e Using the network in a fashion inconsistent with directions from teachers
and other staff and generally accepted network etiquette.

V. No Privacy Guarantee

Users of the district’s computer network should not expect, nor does the
district guarantee, privacy for electronic mail (e-mail) or any use of the district’s
computer network. The district reserves the right to access and view any material
stored on district equipment or any material used in conjunction with the district’s
computer network.

VI. Sanctions

All users of the district’s computer network and equipment are required to
comply with the district’s policy and regulations governing the district’s computer
network. Failure to comply with the policy or regulation may result in disciplinary
action as well as suspension and/or revocation of computer access privileges.

Any information pertaining to or implicating illegal activity will be reported
to the proper authorities. Transmission of any material in violation of any federal,
state and/or local law or regulation is prohibited. This includes, but is not limited
to materials protected by copyright, threatening or obscene material or material
protected by trade secret. Users must respect all intellectual and property rights
and laws.

VIl. District Responsibilities

The district makes no warranties of any kind, either expressed or implied,
for the access being provided. Further, the district assumes no responsibility for
the quality, availability, accuracy, nature or reliability of the service and/or
information provided. Users of the district’s computer network and the Internet use
information at their own risk. Each user is responsible for verifying the integrity
and authenticity of the information.

The district will not be responsible for any damages suffered by any user,
including, but not limited to, loss of data resulting from delays, non-deliveries,
misdeliveries, or service interruptions caused by the user’s own negligence or any
other errors or omissions. The district also will not be responsible for unauthorized
financial obligations resulting from the use of or access to the district’s computer
network or the Internet.
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The district will take reasonable steps to protect the information on the
network and provide a secure network for data storage and use, including ensuring
that contracts with vendors address data security issues and that district officials
provide appropriate oversight. Even though the district may use technical and/or
manual means to regulate access and information, these methods do not provide a
foolproof means of enforcing the provisions of the district policy and regulation.
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(X) Required
(X) Local
(X) Notice

INFORMATION AND DATA PRIVACY SECURITY, BREACH AND
NOTIFICATION

The Board of Education acknowledges the heightened concern regarding
the rise in identity theft and the need for secure networks and prompt notification
when security breaches occur. The Board adopts the National Institute for
Standards and Technology Cybersecurity Framework Version 1.1 (NIST CSF) for
data security and protection. The [insert title, such as Superintendent or Data
Protection Officer] is responsible for ensuring the district’s systems follow NIST
CSF and adopt technologies, safeguards and practices which align with it. This will
include an assessment of the district’s current cybersecurity state, their target future
cybersecurity state, opportunities for improvement, progress toward the target state,
and communication about cyber security risk.

The Board will designate a Data Protection Officer to be responsible for the
implementation of the policies and procedures required in Education Law §2-d and
its accompanying regulations, and to serve as the point of contact for data
security and privacy for the district.

The Board directs the Superintendent of Schools, in accordance with
appropriate business and technology personnel, and the Data Protection Officer
(where applicable) to establish regulations which address:

e the protections of “personally identifiable information” of student and
teachers/principal under Education Law 82-d and Part 121 of the Commissioner
of Education;

e the protections of “private information” under State Technology Law §208 and
the NY SHIELD Act; and

e procedures to notify persons affected by breaches or unauthorized access of
protected information.

Il Student and Teacher/Principal “Personally Identifiable Information”
under Education Law §2-d

A. General Provisions

PIl as applied to student data is as defined in Family Educational Rights and
Privacy Act (Policy 5500), which includes certain types of information that could
identify a student, and is listed in the accompanying regulation 8635-R. PII as
applied to teacher and principal data, means results of Annual Professional
Performance Reviews that identify the individual teachers and principals, which are
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confidential under Education Law 883012-c and 3012-d, except where required to
be disclosed under state law and regulations.

The Director of Technology will see that every use and disclosure of
personally identifiable information (P1I) by the district benefits students and the
district (e.g., improve academic achievement, empower parents and students with
information, and/or advance efficient and effective school operations). However,
P11 will not be included in public reports or other documents.

The district will protect the confidentiality of student and teacher/principal
PIl while stored or transferred using industry standard safeguards and best
practices, such as encryption, firewalls, and passwords. The district will monitor
its data systems, develop incident response plans, limit access to PII to district
employees and third-party contractors who need such access to fulfill their
professional responsibilities or contractual obligations, and destroy PIl when it is
no longer needed.

Certain federal laws and regulations provide additional rights regarding
confidentiality of and access to student records, as well as permitted disclosures
without consent, which are addressed in policy and regulation 5500, Student
Records.

Under no circumstances will the district sell PII. 1t will not disclose PII for
any marketing or commercial purpose, facilitate its use or disclosure by any other
party for any marketing or commercial purpose, or permit another party to do so.
Further, the district will take steps to minimize the collection, processing, and
transmission of PII.

Except as required by law or in the case of enroliment data, the district will
not report the following student data to the State Education Department:

juvenile delinquency records;
criminal records;

medical and health records; and
student biometric information.

el A

The district has created and adopted a Parent’s Bill of Rights for Data
Privacy and Security (see Exhibit 8635-E). It has been published on the district’s
website and can be requested from the district clerk.

B. Third-party Contractors

The district will ensure that contracts with third-party contractors reflect
that confidentiality of any student and/or teacher or principal P11 be maintained in
accordance with federal and state law and the district's data security and privacy

policy.
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Each third-party contractor that will receive student data or teacher or
principal data must:

1. adopt technologies, safeguards and practices that align with the NIST CSF;

2. comply with the district’s data security and privacy policy and applicable laws
impacting the district;

3. limit internal access to Pll to only those employees or sub-contractors that need

access to provide the contracted services;

not use the P11 for any purpose not explicitly authorized in its contract;

not disclose any P1I to any other party without the prior written consent of the

parent or eligible student (i.e., students who are eighteen years old or older):

a. except for authorized representatives of the third-party contractor to the
extent they are carrying out the contract; or

b. unless required by statute or court order and the third-party contractor
provides notice of disclosure to the district, unless expressly prohibited.

6. maintain reasonable administrative, technical and physical safeguards to protect

the security, confidentiality and integrity of PII in its custody;

use encryption to protect P1l in its custody; and

8. notsell, use, or disclose PI1I for any marketing or commercial purpose, facilitate
its use or disclosure by others for marketing or commercial purpose, or permit
another party to do so. Third party contractors may
release PII to subcontractors engaged to perform the contractor’s obligations,
but such subcontractors must abide by data protection obligations of state and
federal law, and the contract with the district.

ok~
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If the third-party contractor has a breach or unauthorized release of PllI, it
will promptly notify the district in the most expedient way possible without
unreasonable delay but no more than seven calendar days after the breach’s
discovery.

C. Third-Party Contractors’ Data Security and Privacy Plan

The district will ensure that contracts with all third-party contractors include
the third-party contractor’s data security and privacy plan. This plan must be
accepted by the district.

At a minimum, each plan will:

1. outline how all state, federal, and local data security and privacy contract

requirements over the life of the contract will be met, consistent with this

policy;

specify the safeguards and practices it has in place to protect PlI;

3. demonstrate that it complies with the requirements of Section 121.3(c) of this
Part;

4. specify how those who have access to student and/or teacher or principal data
receive or will receive training on the federal and state laws governing
confidentiality of such data prior to receiving access;

N



Lansing Central School District

5. specify if the third-party contractor will utilize sub-contractors and how it will
manage those relationships and contracts to ensure personally identifiable
information is protected,;

6. specify how the third-party contractor will manage data security and privacy
incidents that implicate personally identifiable information including
specifying any plans to identify breaches and unauthorized disclosures, and to
promptly notify the district;

7. describe if, how and when data will be returned to the district, transitioned to a
successor contractor, at the district’s direction, deleted or destroyed by the third-
party contractor when the contract is terminated or expires.

D. Training

The district will provide annual training on data privacy and security
awareness to all employees who have access to student and teacher/principal PII.

E. Reporting

Any breach of the district’s information storage or computerized data which
compromises the security, confidentiality, or integrity of student or
teacher/principal PIl maintained by the district will be promptly reported to the
Data Protection Officer, the Superintendent and the Board of Education.

F. Notifications

The Data Protection Officer [or insert appropriate title] will report every
discovery or report of a breach or unauthorized release of student, teacher or
principal PII to the State’s Chief Privacy Officer without unreasonable delay, but
no more than 10 calendar days after such discovery.

The district will notify affected parents, eligible students, teachers and/or
principals in the most expedient way possible and without unreasonable delay, but
no more than 60 calendar days after the discovery of a breach or unauthorized
release or third-party contractor notification.

However, if notification would interfere with an ongoing law enforcement
investigation, or cause further disclosure of PII by disclosing an unfixed security
vulnerability, the district will notify parents, eligible students, teachers and/or
principals within seven calendar days after the security vulnerability has been
remedied, or the risk of interference with the law enforcement investigation ends.

The Superintendent [or insert appropriate title], in consultation with the
Data Protection Officer, will establish procedures to provide notification of a
breach or unauthorized release of student, teacher or principal P1l, and establish and
communicate to parents, eligible students, and district staff a process for filing
complaints about breaches or unauthorized releases of student and teacher/principal
PII.
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1. “Private Information” under State Technology Law §208

“Private information” is defined in State Technology Law §208, and
includes certain types of information, outlined in the accompanying regulation,
which would put an individual at risk for identity theft or permit access to private
accounts. “Private information” does not include information that can lawfully be
made available to the general public pursuant to federal or state law or regulation.

Any breach of the district’s information storage or computerized data which
compromises the security, confidentiality, or integrity of “private information”
maintained by the district must be promptly reported to the Superintendent and the
Board of Education.

The Board directs the Superintendent of Schools, in accordance with
appropriate business and technology personnel, to establish regulations which:

e Identify and/or define the types of private information that is to be kept secure;

e Include procedures to identify any breaches of security that result in the release
of private information; and

e Include procedures to notify persons affected by the security breach as required
by law.

I1l.  Employee “Personal Identifying Information” under Labor Law § 203-
d

Pursuant to Labor Law §203-d, the district will not communicate employee
“personal identifying information” to the general public. This includes:
social security number;
home address or telephone number;
personal email address;
Internet identification name or password;
parent’s surname prior to marriage; and
drivers’ license number.

ocoarwnE

In addition, the district will protect employee social security numbers in that
such numbers will not be:
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publicly posted or displayed;
visibly printed on any 1D badge, card or time card;
placed in files with unrestricted access; or
used for occupational licensing purposes.

PonE

Employees with access to such information will be notified of these
prohibitions and their obligations.

Cross-ref: 1120, District Records
5500, Student Records
8630, Computer Resources and Data Management

Ref:  State Technology Law 8§8201-208
Labor Law §203-d
Education Law §2-d
8 NYCRR Part 121
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INFORMATION AND DATA PRIVACY, SECURITY, BREACH AND
NOTIFICATION REGULATION

This regulation addresses information and data privacy, security, breach and
notification requirements for student and teacher/principal personally identifiable
information under Education Law 82-d, as well as private information under State
Technology Law §208.

The district will inventory its computer programs and electronic files to
determine the types of information that is maintained or used by the district, and
review the safeguards in effect to secure and protect that information.

. Student and Teacher/Principal “Personally Identifiable Information”
under Education Law §2-d
A. Definitions

“Biometric record,” as applied to student PII, means one or more
measurable biological or behavioral characteristics that can be used for automated
recognition of person, which includes fingerprints, retina and iris patterns,
voiceprints, DNA sequence, facial characteristics, and handwriting.

“Breach” means the unauthorized acquisition, access, use, or disclosure of
student PII and/or teacher or principal PIl by or to a person not authorized to
acquire, access, use, or receive the student and/or teacher or principal PII.

“Disclose” or Disclosure mean to permit access to, or the release, transfer,
or other communication of PIl by any means, including oral, written, or electronic,
whether intended or unintended.

“Personally Identifiable Information” (PII) as applied to students means the
following information for district students:

the student's name;

the name of the student's parent or other family members;

the address of the student or student's family;

a personal identifier, such as the student's social security number, student

number, or biometric record;

5. other indirect identifiers, such as the student's date of birth, place of birth, and
mother's maiden name;

6. other information that, alone or in combination, is linked or linkable to a
specific student that would allow a reasonable person in the school community,
who does not have personal knowledge of the relevant circumstances, to
identify the student with reasonable certainty; or

7. information requested by a person who the district reasonably believes knows

the identity of the student to whom the education record relates.

el A
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“Personally ldentifiable Information” (PII) as applied to teachers and
principals means results of Annual Professional Performance Reviews that identify
the individual teachers and principals, which are confidential under Education Law
883012-c and 3012-d, except where required to be disclosed under state law and
regulations.

“Third-Party Contractor” means any person or entity, other than an
educational agency (i.e., a school, school district, BOCES or State Education
Department), that receives student or teacher/principal P1lI from the educational
agency pursuant to a contract or other written agreement for purposes of providing
services to such educational agency, including but not limited to data management
or storage services, conducting studies for or on behalf of the educational agency,
or audit or evaluation of publicly funded programs. This includes an educational
partnership organization that receives student and/or teacher/principal PIl from a
school district to carry out its responsibilities pursuant to Education Law 8211-e
(for persistently lowest-achieving schools or schools under registration review) and
is not an educational agency. This also includes a not-for-profit corporation or
other nonprofit organization, other than an educational agency.

B. Complaints of Breaches or Unauthorized Releases of PlI

If a parent/guardian. eligible student, teacher, principal or other district
employee believes or has evidence that student or teacher/principal PIl has been
breached or released without authorization, they must submit this complaint in
writing to the district. Complaints may be received by the Data Protection Officer
[or insert other title], but may also be received by any district employee, who must
immediately notify the Data Protection Officer. This complaint process will be
communicated to parents, eligible students, teachers, principals, and other district
employees.

The district will acknowledge receipt of complaints promptly, commence
an investigation, and take the necessary precautions to protect personally
identifiable information.

Following its investigation of the complaint, the district will provide the
individual who filed a complaint with its findings within a reasonable period of
time. This period of time will be no more than 60 calendar days from the receipt of
the complaint.

If the district requires additional time, or if the response may compromise
security or impede a law enforcement investigation, the district will provide the
individual who filed a complaint with a written explanation that includes the
approximate date when the district will respond to the complaint.

The district will maintain a record of all complaints of breaches or
unauthorized releases of student data and their disposition in accordance with
applicable data retention policies, including the Records Retention and Disposition
Schedule ED-1.
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C. Notification of Student and Teacher/Principal Pl Breaches

If a third-party contractor has a breach or unauthorized release of PII, it will
promptly notify the Data Protection Officer [or insert other title] in the most
expedient way possible, without unreasonable delay, but no more than seven
calendar days after the breach’s discovery.

The Data Protection Officer [or insert other title] will then notify the State
Chief Privacy Officer of the breach or unauthorized release no more than 10
calendar days after it receives the third-party contractor’s notification using a form
or format prescribed by the State Education Department.

The Data Protection Officer [or insert other title] will report every
discovery or report of a breach or unauthorized release of student, teacher or
principal data to the Chief Privacy Officer without unreasonable delay, but no more
than 10 calendar days after such discovery.

The district will notify affected parents, eligible students, teachers and/or
principals in the most expedient way possible and without unreasonable delay, but
no more than 60 calendar days after the discovery of a breach or unauthorized
release or third-party contractor notification.

However, if notification would interfere with an ongoing law enforcement
investigation or cause further disclosure of PII by disclosing an unfixed security
vulnerability, the district will notify parents, eligible students, teachers and/or
principals within seven calendar days after the security vulnerability has been
remedied or the risk of interference with the law enforcement investigation ends.

Notifications will be clear, concise, use language that is plain and easy to
understand, and to the extent available, include:

a brief description of the breach or unauthorized release,

the dates of the incident and the date of discovery, if known;

a description of the types of PII affected,;

an estimate of the number of records affected,;

a brief description of the district’s investigation or plan to investigate; and
contact information for representatives who can assist parents or eligible
students with additional questions.

Notification must be directly provided to the affected parent, eligible
student, teacher or principal by first-class mail to their last known address; by
email; or by telephone.

Where a breach or unauthorized release is attributed to a third-party
contractor, the third-party contractor will pay for or promptly reimburse the district
for the full cost of such notification.
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The unauthorized acquisition of student social security numbers, student ID
numbers, or biometric records, when in combination with personal information
such as names or other identifiers, may also constitute a breach under State
Technology Law 8208 if the information is not encrypted, and the acquisition
compromises the security, confidentiality, or integrity of personal information
maintained by the district. In that event, the district is not required to notify

affected people twice, but must follow the procedures to notify state agencies under
State Technology Law 8208 outlined in section Il of this regulation.

. “Private Information” under State Technology Law §208
A Definitions
“Private information” means either:

1. personal information consisting of any information in combination with any one
or more of the following data elements, when either the data element or the
personal information plus the data element is not encrypted or encrypted with
an encryption key that has also been accessed or acquired:

e Social security number;

e Driver’s license number or non-driver identification card number;

e Account number, credit or debit card number, in combination with any
required security code, access code, password or other information which
would permit access to an individual’s financial account;

e account number or credit or debit card number, if that number could be used
to access a person’s financial account without other information such as a
password or code; or

e Dbiometric information (data generated by electronic measurements of a
person’s physical characteristics, such as fingerprint, voice print, or retina
or iris image) used to authenticate or ascertain a person’s identity; or

2. auser name or email address, along with a password, or security question and
answer, that would permit access to an online account.

“Private information” does not include information that can lawfully be
made available to the general public pursuant to federal or state law or regulation;

“Breach of the security of the system” means unauthorized acquisition or
acquisition without valid authorization of physical or computerized data which
compromises the security, confidentiality, or integrity of personal information
maintained by the district. Good faith acquisition of personal information by an
officer or employee or agent of the district for the purposes of the district is not a
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breach of the security of the system, provided that the private information is not
used or subject to unauthorized disclosure.

B. Procedure for Identifying Security Breaches

In determining whether information has been acquired, or is reasonably
believed to have been acquired, by an unauthorized person or a person without valid
authorization, the district will consider:

1. indications that the information is in the physical possession and control of an

unauthorized person, such as removal of lost or stolen computer, or other device

containing information;

indications that the information has been downloaded or copied,

3. indications that the information was used by an unauthorized person, such as
fraudulent accounts opened or instances of identity theft reported; and/or

4. any other factors which the district shall deem appropriate and relevant to such
determination.

N

C. Notification of Breaches to Affected Persons

Once it has been determined that a security breach has occurred, the district
will take the following steps:

1. If the breach involved computerized data owned or licensed by the district, the
district will notify those New York State residents whose private information
was, or is reasonably believed to have been accessed or acquired by a person
without valid authorization. The disclosure to affected individuals will be made
in the most expedient time possible and without unreasonable delay, consistent
with the legitimate needs of law enforcement, or any measures necessary to
determine the scope of the breach and to restore the integrity of the system. The
district will consult with the New York State Office of Information Technology
Services to determine the scope of the breach and restoration measures.

2. If the breach involved computer data maintained by the district, the district will
notify the owner or licensee of the information of the breach immediately
following discovery, if the private information was or is reasonably believed to
have been accessed or acquired by a person without valid authorization.

The required notice will include (a) district contact information, (b) a
description of the categories information that were or are reasonably believed to
have been accessed or acquired without authorization, (c) which specific elements
of personal or private information were or are reasonably believed to have been
acquired and (d) the telephone number and website of relevant state and federal
agencies that provide information on security breach response and identity theft
protection and prevention. This notice will be directly provided to the affected
individuals by either:



Lansing Central School District

1. Written notice

2. Electronic notice, provided that the person to whom notice is required has
expressly consented to receiving the notice in electronic form; and that the
district keeps a log of each such electronic notification. In no case, however,
will the district require a person to consent to accepting such notice in electronic
form as a condition of establishing a business relationship or engaging in any
transaction.

3. Telephone notification, provided that the district keeps a log of each such
telephone notification.

However, if the district can demonstrate to the State Attorney General that
(a) the cost of providing notice would exceed $250,000; or (b) that the number of
persons to be notified exceeds 500,000; or (c) that the district does not have
sufficient contact information, substitute notice may be provided. Substitute notice
would consist of all of the following steps:

1. E-mail notice when the district has such address for the affected individual;
2. Conspicuous posting on the district’s website, if they maintain one; and
3. Notification to major media.

However, the district is not required to notify individuals if the breach was
inadvertently made by individuals authorized to access the information, and the
district reasonably determines the breach will not result in misuse of the
information, or financial or emotional harm to the affected persons. The district
will document its determination in writing and maintain it for at least five years,
and will send it to the State Attorney General within ten days of making the
determination.

Additionally, if the district has already notified affected persons under any
other federal or state laws or regulations regarding data breaches, including the
federal Health Insurance Portability and Accountability Act, the federal Health
Information Technology for Economic and Clinical Health (HI TECH) Act, or New
York State Education Law §2-d, it is not required to notify them again. Notification
to state and other agencies is still required.

D. Notification to State Agencies and Other Entities

Once notice has been made to affected New York State residents, the district
shall notify the State Attorney General, the State Department of State, and the State
Office of Information Technology Services as to the timing, content, and
distribution of the notices and approximate number of affected persons.

If more than 5,000 New York State residents are to be notified at one time,
the district will also notify consumer reporting agencies as to the timing, content
and distribution of the notices and the approximate number of affected individuals.
A list of consumer reporting agencies will be furnished, upon request, by the Office
of the State Attorney General.
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If the district is required to notify the U.S. Secretary of Health and Human
Services of a breach of unsecured protected health information under the federal
Health Insurance Portability and Accountability Act (HIPAA) or the federal Health
Information Technology for Economic and Clinical Health (HI TECH) Act, it will
also notify the State Attorney General within five business days of notifying the
Secretary.
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8635-E

PARENTS’ BILL OF RIGHTS FOR STUDENT
DATA PRIVACY AND SECURITY

The Lansing Central School District, in recognition of the risk of identity
theft and unwarranted invasion of privacy, affirms its commitment to safeguarding
student personally identifiable information (PII) in educational records from
unauthorized access or disclosure in accordance with State and Federal law. The
Lansing Central School District establishes the following parental bill of rights:

e Student PIl will be collected and disclosed only as necessary to achieve
educational purposes in accordance with State and Federal Law.

e A student's personally identifiable information cannot be sold or released for
any marketing or commercial purposes by the district or any a third party
contractor. The district will not sell student personally identifiable information
and will not release it for marketing or commercial purposes, other than
directory information released by the district in accordance with district policy;

e Parents have the right to inspect and review the complete contents of their
child's education record (for more information about how to exercise this right,
see 5500-R);

e State and federal laws, such as NYS Education Law 82-d and the Family
Educational Rights and Privacy Act, protect the confidentiality of students’
personally identifiable information. Safeguards associated with industry
standards and best practices, including but not limited to, encryption, firewalls,
and password protection, must be in place when data is stored or transferred;

e A complete list of all student data elements collected by the State Education
Department is available for public review at http://nysed.gov.data-privacy-
security or by writing to: Chief Privacy Officer, New York State Education
Department, 89 Washington Avenue, Albany, NY 12234

e Parents have the right to have complaints about possible breaches and
unauthorized disclosures of student data addressed. Complaints should be
directed to (insert district contact information including title, phone number,
email and mailing address here). Complaints can also be directed to the New
York State Education Department online at http://nysed.gov.data-privacy-
security, by mail to the Chief Privacy Officer, New York State Education
Department, 89 Washington Avenue, Albany, NY 12234 or by email to
privacy@mail.nysed.gov or by telephone at 518-474-0937.

e Parents have the right to be notified in accordance to applicable laws and
regulations if a breach or unauthorized release of their student’s PII occurs.


http://nysed.gov.data-privacy-security/
http://nysed.gov.data-privacy-security/
mailto:privacy@mail.nysed.gov
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e Parents can expect that educational agency workers who handle P11 will receive
annual training on applicable federal and state laws, regulations, educational
agency’s policies and safeguards which will be in alignment with industry
standards and best practices to protect PlI

e In the event that the District engages a third-party provider to deliver student
educational services, the contractor or subcontractors will be obligated to
adhere to State and Federal Laws to safeguard student PIl. Parents can request
information about third party contractors by contacting (insert district contact
information including title, phone number, email and mailing address here) or
can access the information on the district’s website (insert district website
address).
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